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After more than seven 
years encompassing 
some 400 hours of 
laboring over piles and 
piles of paper covered 
with gibberish, I was at 
last looking down at a 
paragraph of clear 
English text. I had 
broken out the first 
part of the Kryptos 
code. 
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Editor's Note: In the late 1980s, under a GSA program, the CIA commissioned 
Washington artist James Sanborn to create a series of sculptures for CIA's new 
Headquarters building. Working together wit(fc))(3)(c)Z^I was soon to 
retire from the Office of Communications, Sanborn created a sculpture named 
"'Kryptos" (Greek for hidden) that was dedicated in 1990 and now resides in the 
northwest corner of the courtyard. The curving Verdigris scroll contains an 865- 
character coded message that seems to flow out from a petrified tree and is 
located near a water-filled basin bordered by various types of stones. In the fol- 
lowing article, ! (b)(3)(c) [ describes how he has deciphered most of the secret 
message contained within the sculpture. 

/ looked down at the large number of yellow pages littering the top of my desk, obscur- 
ing its dark oak finish. Each page was covered in hundreds of alphabetic letters that, 
although they appeared to be arranged randomly, were really carefully laid out in col- 
umns of hidden order. For the past week or so, I had been feeling that I was very close 
to a solution — but was I? As a hobby, I had solved many puzzles since I was a child, 
and I had discovered that the most difficult challenge was continually dealing with 
the nagging fear that I may he on the wrong track. The voice in my head would 
whisper, "Maybe you're mistaken— maybe this first part of the Kryptos code is really 
not a polyalphabetic Vigenere Tableau after all — maybe it's a different type of code 
entirely. Or maybe it is a Vigenere code, but it's been double or triple encoded— or 
maybe it was encoded backwards, or maybe.... " 

This is the worst train of thought an amateur cryptanalyst can have—it goes nowhere, 
and it is tempting to give in to frustration at the seemingly infinite number of possi- 
ble solutions and abandon the effort. So, as I bad done dozens of times before, I 
pushed these thoughts away and pressed on. The thing to do, I told myself again and 
again, was simply to stick to what I knew to be the facts. Let the encoded text itself 
guide me, and keep speculation to an absolute minimum. I should follow my instincts 
■-occasionally, but then remember to always keep track of my assumptions and be pre- 
pared to revise my thinking if a hunch doesn't work out. 



And suddenly it happened— -I was hit by that sweetly ecstatic, rare experience that I 
have heard described as a "moment of clarity. " All the doubts and speculations about 
the thousands of possible alternate paths simply melted away, and I clearly saw the one 
correct course laid out in front of me. Taking a fresh sheet of paper, I slowly and 
deliberately wrote out a new column of letters, followed by another, and then another. 
I continued this for several pages, then computed mathematically which rows were 
most likely to represent the correct plaintext letters, and searched for logical combina- 
tions between adjacent letters. I tried to contain my excitement as I witnessed the 

■■ ■ miracle of letters slowly forming together into words, one after the other. Within the 

j~(b)(3)(c) [ s in the Directorate of next few hours, I had finished. After more than seven years encompassing some 400 
Intelligence. hours of laboring over piles and piles of paper covered with gibberish, I was at last 

looking down at a paragraph of clear English text. J had broken out the first part of 
the Kryptos code. 



59 



Approved for Release: 2014/09/10 C061 22524 



C 0 »tprtGypte A PP roved for Release: 2014/09/10 C061 22524 




"(b)(3)(c)" 



v.% i ! " r Kr.p.-v -iPU ppm :;• '.pupp. p-p * 3 u: 

i:V;::'i P-i.l *-'- : vtvAl .-A pSipp Piv P. a:;: A i"!*-.' 

:i !;. ! 1: P: : .PP-J all -iUv-nr".: X- JpprT't r-pp; : p- .- 
-pp .! t .,r.i_.:r--! p. .-..i -i ':<.:•• Ml- pHA p-A m.:, 
U'-.'-.xi liM/.-' ' ,< - rp'.v.-; ! p"M ^'v 1 -- !' p" pvnrp riim 

.ir--;iiV "••-* •"••-il"^' -'-I iurd ■•;:\- ■ pld " \p,p\ t p. > 

p, P "P P. .per ' I*- > *. n -i -f p! ,,c i - .; . .1 ! "i.k-. '.* }.:ld 

hi\x v ■ -V- p. • «>. ■:*•-! ."t i 1 5 - 'v "'■ *. .1! :!p ~r P. !. '•.'<. 

'.'.'.lai.:.;.^" L"-!".< •! r-I- **iiv , i _".._'i.r.- :-- in ppp*pip, .P : i. PIP. 

i P.P ! J v >.'•. H 11-."' PP'7P"PP'jP: •'. I .IK :J':l ."• T "U *."" '."•*« .'.'''dl 

.iiiv;:. .- -ciridir pipvcIv \u _ kjJcu'vr.;~f pfprr--u\; ;.v:!.r 
r v.'iir, \- V'5'u ; -->' ." up. , ! .-* :-: vv.tv r, , rp -;,-. rj pj -=> h-A- 
cv ■ -iu -..,r,, Ind.-i d. -i do/p-ppon. •■ "nn p - j .v.:; prKpd 
A-.;, li ■."!! p pp..-..^ ■!*' ;". Jf.'.lri . . Pp.p . k"-!"- 'Hi" PlUi> 
r^ci il;'! UilK-r.;;H ly.'-i: 1 'A >p.. I .v -.ppm V ppk-: 
pppop/pdi;; v. p -.4 <\\ p.P-P. ri-.-.m r-.-. !! ;.'nu -;.-i'Ji:=i ""..is 
InJ'.'Ci..; .*<;!-. .'-Cir-.ilui-.i p'ni p- P"P -niiPiT; pp- l.'-:^c 
!> :i -'h;-;-n>' :h.i; •■, '"•.vr:!::iv cl.-cr K ^a.mp- "".-••pic 'p : p.- rri- 
c ">!•!.•'!•(."• •■ >~i-\ -l ^ _c "-. ;^!\: >;■"■"•:!"!'.■'.'"'•.'*.. p". .p -5>e 

•;:"nri:i :ib:-.- n-;!.- u. v..\-<vjj r un-„ : -.-c r.v.icnilv' 
^' 'dli .. cut'. :- !.-. --V-.-niTh: . C'V;" O^'r.iTV'.: '.'K. pXUiiV; 

:h.-f S- N".p j.r.s.i'.* •.*•.; hi*. ::ip... y:i pi. ;/ : •■■,-V.Zi-\:. r^v;. 

Mi: I h-sC Vi--'- -■>/<■-• C U'lij-.---:. n -,._.v- rl^ ,:nvr - t:-,^ ;h sr 



the differor 



..Urn.,-, ' 



-rv-p- 



iK-:.-v!-.f .i.-r \\.- r-.: -=•••! .v-. rill, r pi : 'n*:; :h ;m ih..' h p. *, w.p ' a ; ;= u ■■ ha'.-. A . = i-:i in iiiy 

;-.!. : iii : ;, ! ;='•■» :■ . ih. i :*i'-,-.:i "i:-. 1 !' ' ■ ''<>m ;i i^pj- ■ .0 lip -p- : : ■: . ( . .-l.-.p- 't.-.-.-;.-,. A\ : . 

liprr:! !'-' ! \xv \r:\t vie •■:>.•■ 1 1' ::..■.:'•.::■••:] .t.ir.:-> , m\_ !:!'■;;.; .hp* : isri -:h--: ppp, !,''. ;.'..iPip! j. >>";.v 
V.::- !■',. r : i» '-X>.r ,f V'j: M :- :•">!!•- U -i v/. S . •> n i = : -_-K rl <- - -.'U-h:, ■ i 1 ' "i! i« jr.' 

t ! , .:■>. - pp*. *• -. 



: .' , v. t " j *;:p: ! ! :ih :::!!•• H. i ! ; :.s;'r.j. -•. > l fp ™!c ' :ii">'';-.'-^ ■ •'.:'*! " -uL p-. l'I'p:* :. ipp = I -v -..m 
ip; :hr !\! ! I'P-f-. -Pitlpri!;-;- I :\r-L. p:h! t!:,. in--;-is: : r^; >:p:.~'-jn*v .vp.v -iinp.i'P.p. vppJi vP.'.-Mi"pp. pp-.-uv 
i; I i!u !!'!u-:i xp.i pp.-.::-.^! ;.^P'p: ■*: " : '> \v si:.:. v;>:i : v.v/nv; " *if p:'Ii;; v 

: f-i l:iP. "Ci 'pip m-c: .il-;.: :-i ! 'lirp. chit rp .tp ^ .v -n-.; kir;J p- in vc -'v 'J ' '!"..■_' p-> ; :rp.st . cur i ■<.>'. 

-l-.p-.i^n "I |p,. U ft -:: cl.i •,: ;pJp? vp.u • p!-\- 1: " :*.'• -vwAA^-Sni:, r.v. v.-p- n|-. f - v ,'"">.> I. -y., 

! ppi ii ;Ipp.;P uO! it :i" : .p...-:t'->p j ' rp - ! i" npuU . 1 -p, -jp ~p\ |Pn; ! , t ih..- i--p "it\. 

!P psiy !,*■■ cv;C, : ! - : . r " ! r *•■ hum U; vr r ; ;-: pp;.7.p ! p !" <r - p. % vjiipi P'-.p 'hy.ukpi ! ; i. ^ in b. Ipp "hA 
'.pp.p- : ■ ".*;p •-. r.-jpr^ ji-,-; -5%.. I r;-...-,! ';- pipe "P"i s]ui: e :uJ -U't' ■'•ppsp, "-i! •-!•*? 1 . Vr, in. ^ » *P «*! 
:'./.,".p.'v ~H ! ,: '.u.'d /, : :t ..Ti , : ^r*-' p: r.^r.f I: ■..( f h t . n -,v -rki hp p.p-p--p'.;. .^Iv. 



P p . U d ihr ri p i P*, ..:pi'-' U.PS:ic*il o l "W.;;! ; s. o. . ••!••■ PU'.vMP.p ■.*.;'* Up-.*. 

ii ;>>•*■ , ..= u.-. t;.!l..vii : . ip.v|. : / '..is. .-J *•- pp>pp!.p^[. t ).».-•": h,p,^ ;p.> 

■ : J' r l"i> !!"••-." -'vihuP-j,!! I !!! P. P J is: Sri.--. P; V ■. -..ilP P'i PP = .:!•:• PPr , At; id.-; i 



. h.-i ;pr "... ..;s 
-..is u"'!.:r T!-,c 



60 



Approved for Release: 2014/09/10 C061 22524 



Approved for Release: 2014/09/10 C061 22524 



Courtyard Crypto 



progress I've made on the Kryptos problem. But I must confess that I am often hesitant to reveal the 
message without having an opportunity to provide a full explanation. 

There are several reasons that I don't like to just blurt out the solution to the Kryptos puzzle. First, it is 
important to remember that the message is still incomplete; I have not yet broken out the last 97 charac- 
ters of the 865-character inscription. Second, the message is enigmatic and open to interpretation. 
Finally I believe tliat simply presenting the solution without showing the methodology behind it is 
cheating people a little. The creators of Kryptos no doubt intended to inspire people to try to solve it for 
themselves. Merely showing the "solution" that I have derived steals away a little of the excitement and 
appreciation of the problem, and can discourage people from trying their own interpretations. 

When asked to wrire an article for Studies in Intelligence, I became intrigued by the idea of trying to 
explain what can be a complicated and convoluted subject in a manner that could be understood by any- 
one. After it was suggested to me that it might well be impossible to explain the methodology concisely 
and in a nontechnical manner, I couldn't resist taking up the challenge. The purpose of this article is not 
simply to reveal the content of the Kryptos message but rather to give the reader a sense of the 
exhilaration that is felt when solving complex problems after struggling with them for years. 



Where To Begin? 

When first confronted with the coded full text of the Kryptos sculpture, the task of deciphering it can 
seem formidable — even impossible. Even the most casual of observations, however, reveals that the writ- 
ing on the sculpture is divided into two main pieces. One side (Figure 1) depicts a somewhat modified 
"Vigenere Tableau" (a series of alphabets used for the coding and decoding of text); the other side con- 
tains the actual coded message of 865 characters interspersed with four "question marks" (Figure 2). 

One method for deciphering a code begins by counting up the number of times that each letter of the 
alphabet occurs throughout the message, a so-called frequency count. I saw no reason, however, why dif- 
ferent sections of the Kryptos code could not have been enciphered with different coding schemes; if so, 
it would be necessary to perform frequency counts on each part separately. Looking through the code, I 
seemed to see different patterns throughout, but I wanted to quantify these impressions. Therefore, just 
as a starting point, I decided to count up the number of times each letter occurred for each row of the 
message depicted in Figure 2. By plotting these counts as a function of row for each letter of the alpha- 
bet (26 plots in all), I would be able to watch how often each letter was being used as the message 
evolved. In particular, if the count stayed approximately constant for a number of rows, this would indi- 
cate the same type of code was being used for that part of the message. 
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Figure 1. One side of Kryptos sculpture, depicting modified Vigenere Tableau. 



EMXTFPHZLRFAXYUSDJKZX.DKRNSHGNFIVJ 

YQTQUXQBQVYDVX.LTREVJYQTMKYRDMFD 

VFPJODEEHZWErrZYVGWHKKQETGFQJNCE 

GGWHKK7DQMCPFQZDQMMIAGPFXHQRLG 

TXMVMZJANQLVKQEDAGDVFRPJUNGEUNA 

QZGZLECGYUXOEENJTBJIiBQCRTBJDFHRR 

YI Z ETKZ EMVDUFKS JHKFWHKUWQL S ZFT X 

HHDDDUVH?DWKBFUFPWNTDFIYCUQZERE 

EVLDKFEZMOQQJLTTUGSYQPFEUNLAVXDX 

rLGGTEZ?FKZBSFDQVGOGIPtTFXHHDRKF 

FHQKTGPUAECiSUVPDJMQCLQtlMtlHEDFQ 

ELZZVRRGKFFVOEEXBDMVPNFQXEZI.GRE 

DNQFMPWZGLFLPjHRJQYALMGNUVPDXVKP 

DQUMEBEDMHDAFM.TGZiIUPLGEWJLLAETG 

ENDYAHROHNLSRHEOCPTEOIBIDYSHNAIA 

CHTNREYULDSLLSLLNOHSHOSMRWXMNX 

TFRHGATIHNRARPESIiNUELEBLPI XACAE 

WMTWSDIT XEENRAHC TEHEUDRETNHAEOE 

TFOLSEDTIWENHAEIOYTEYQHEENCTAYCR 

EIFTBRSPAMHNEWEWATAMATEGYEERLB 

TEEFOASFIOTUETOAEOTOARMAEERTHRTI 

BSEDDE3IAAHTTMSTEWPIEROAGRIEWFEB 

AECTDDHXLCEIHSITEGOEAOSDDRYDLORXT 

RKLHLEHAGTDHARDPNEOHMGFMFEUHE 

ECDMRIPFEJMEHNLSSTTRTVDOHW?OBKR 

UOXOGHULBSOLIFBBWFLRVQQPRNGKSSO 

TWTQSJQSSEKZ ZWATiTKXiUDXAWXHFBHYP 

VTTMZFPKWGDKZXTJCDIGKUHUAUEKCAR 
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Figure 2. Opposite side of Kryptos sculpture, containing the coded message. 
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Box A: Encryption Schemes 
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j Plaintext; w !i 
t'.iplK-rtfxI: «#• i / 



w hi the rits 



in the plaintext, but thev are arraot 



i. ii A Ii I. E A B L E A ii 

i i: e J w r tt 11 g h i 

.' s p '•• a r p f k h u 
bt!t thtnp,-5' -to "A* in rite second. 
• '.>.! iii ! ht •::•.} • '• :•,!:,,;.:;;.- -.tie exactly thesanie atth©;,,- n.,,-* 



"'inM'' ! I- ■•■.•::,-■,£:,::/ '•ceert5." "rstete." "tecs tie." and to forth 
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Frequency of "J" By Row 




Row 



\* --u:i i uin , t } ; .-.! • ,e.;vea Li... n- v '• ,:,.'K i' 

■J":- v..- -,l ■•--:.':!• ! •, :.- .:■ Kv n. .. . r -i.-.v.-l- i. • 

'".ii'' - :'i 1 .11. ..: .. i !". ii. .. I i I" . . ." ' ' 

r-MV. -. vi. v!i. ,i r. : u a.e~ I 

.•'V "a i .-! !.-. ii-'O, i *,; i i :r. *"[ , ar:=eya> * 'n J - >-l 

Pi «ti ..-.-.v,-: I " .i" ! !:-.-,(•; J. kk.i.et . 'j ./-..V- • ' T ' 

.."...:!>•.• ••■ .. -J err iv ..... .. ■!■■. , n-_ ■-■••.»:.. "' In J-.y.. :r.. ileiye. i- 

v. ..r> in .J. J,r hv-y. -. ny"> yv:> 

Ek-tauie of ik-su reads, ] dWdai the cojr into a top steam (tvm 1-14; and a botto.a: 
. yya.tei ilyided -In :.-a vy:y..'.t e; 5 ,- t ; ,.,jn'. Ji, I ! ir:i.!e:=.H ! 'i iii.i 

point,-;; I designated these portions as Pare I, II, and III, respective!'/ (Figure 4h i ben; 
e..ae.ly..!l!a end •!-. ' y .nay,!," i ,-. - dte yyvyy a: ..I da. . '•• 

laaii .end Li.- -in- 1 a i'..r nayk |de..e lfk ;v -, vn:.-. ^ ••••I.n.i. -:i 
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Coudydfd Crypto 



T 

IP 



D Q K C E I 2 2 -_- 0 E H 1 A 0 P F 1 E t! 5 I G 
: M V I [ ! J ! J L V tjit A C- D V I S .: n S 5 ! H i 

!Sintsj?itHij:iJUj:»!ijsf sis 
:si?i!Ei7Hnj J a r. f w h x " s q l s 2 ? t i 

ED2D i: V H • -; - - •• •■• ; 



in- 



i-i^tifr t. liij** ~cc.iton nC kr> pios coJi\ cir, ivied Inco three pitr 



rn.-i|iiciK*> I Vnsrils 

! be frequency count is 



•I, -.. - .-.I. 



the message 



'ptamly 



siis, Bs 



i'igurr >. Sxirnr.it fr<-!|! h ix ! y \tKl fihi« i an fnr English !fincua;4t*. 
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Couftywd Crypto 



Box B : Example Computation of I.e. for 
7 Alphabets (Kryptos Code Part II ) 



; oir.pl : 
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z j a :•: g l. v 

K 

V 

G 1 1 N :.i Z 
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j v ~: --: k t: .j 

T r-. .7 :, T: C 

R k .1 r: ;• i. 

K r: Y . >* h '! ! 
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F K . :! .•• v 

w n k '■> i> 

s l f :: 

D D D U V K 



/ERASE 

' " d - - 
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Courtyard Crypto rr 



1,: I ■ ...... -. r' .: 1.::. ■,. ■ \. ■ ■ n ';,!■„■,!, I -< ,. 



! •' !.. :\>_r. r : v -lip ip- . ! p= :;i .. . , = ti„-. .■< *\ . : ""!••' .' ft . -. :r: !■* ..Jc. ! :*i...n r"- sfv: 



•s hen 



;cp "r.".ir ";.,!".".. .! :.,u ■ 



..I l-i,"-: <•...-.••;•: lU I v . i",.^..h.. ! "K - :Lv . ..iir nv. , .;h 



3 -I b> H 7 ;~; » IP 11 ^ 53 K 1:~ IB 

Number of Aiphabels m 



ngurv "™. l.i,. vs. Nurr:ix-r i«f Alphabet* for Part I!, 



Peter milling Which Vi^tncri: AJpJi^bcH i.o U^e 



£> o m cr E" J?" c s£ 

O Q ST M X & G ? 

f- x k q ;w .£.. a t 

1. M \" WX Z J A M 

g d v f r ? J cr 

M -.5 ?, ?J N A C Z 

X U E H K 'T T R 

■J' L, Is Q C M 'V w* 



K K Y 7 



K tJ W Q I.. 



O V 



1 i^urc H. P;:ri 11 <>i K.r> plos 



v .r>' : , ! f:.:d vh t «. ..*' "i-.as! in -• •.' =*, '.: v-ttv:, p ",.r\r-. t J..-< 

,-J;--i^i.v: o--:-c-::--oi,t, J t= . -.J> .! i' ,.-r- M rj^ r..-: -i- ?--f Ilk ! I..- 
is.if'.* • >LvP '.uri , ct;;':.! si.-prr .-;.;*. -/ ;v r '*'! ! ! 

* : i;: . J'J r."s ~C<.J ! _ > ". • "i "i -iri.-iv- pi i :j i nrli^h ;r. ^\\;f~: \ o «* "■- i 
,!f*..'-.: in:;: i-.TsT-v \\-ciisui •■- li-iVt . ■ !■ n.-'.ptir.dix' :ii:*i"r-. ''!*!. .r ■ 

V:'iV,i Ux i.v. f ::ipj.- |-,rc.k-i!!t'J : n % > •'Ui'-'Ju. lii^i .Hi--:. ]t--.v.- 



t . -J-r .iV: -.'v^i" v. • -U 

. . \: = r -*.;; U . c.i'.T:::- .= !• 

y.U. l\it-r, i'.ivr -. % «;-" Pun;.: 
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Courtytrtl Crypto 



: : - • , •■ 1 

2 x^M^^g^M^m 



i f -#ftre l-'rcqiwm-v coutu f»ir ;:ijii;*tbvi at" Pari n. 



! rnu'-r i'-'.v, I \v-t -:i:.k : ; I'ds .■•rut h;. iv ny ■ N . •!. -ubs ;-. ;::d s :n p:.- i :: 

-.vov.lc --- ;r-j'--v;- : -: %: p.-vc.-u' bar i u,;- .V-hL • -v. iVin „• ; '\ jv^K. I hr-:'.. vrc : -: 

:i-'.vi'ra !" v :II 1 ivrr.-.-i.. -.i r.-- : ; ai d:: - v:\. J. 1 ;, •••■'J. rhc ^mli.iu b.;.:m;rr. rhvru^ \x 
■.vr-.j.'".*. * h.; i.itv - i.r-y--u, ui>. \ fly !•. luI*- ».'r Vd. Si.:?;.;- r 1 ', > >■-' r " "vr ^: ^ )iv;"..- lr; : :T^; : ";«T"- = n 

inso'Sb I isJ vfif^J - '--u- 1 1 i Krvr-*^ •;•».':: iW'Hi L -.tire..'.-: .:' '•■rur ■ .. :;t:^_ tl.l" T'ic^" c."d 
•.;--.:-:'■--:.■£: v- :ih .u. . .i.'i:. kv •:!:_", ji>.'!".r ltv" .-v'...'-* * ■ " ::™ : \ •:. s,rr.ii Jc"i" it - t r I r.'-i"r ."' :'.\- ;ru- 
^:^"r-.v< J _'_:b: .i.-f'i': .1-- r* • •'. c\\L uvd f v.::-: -:*':: i J.-- va 1. 1 --r ^il J \\\-v \ 

'' r kv ur. :d,x- rlu. m^^:'.;,'. 1 :r:r:; -j*-'.: • r -..-y^u v j :!:-:'.-/f -. 'iV.it h -»! b..;,> n"-in u> v. :s vn J 

: ! v.T"-! : :n n:\' f ;T dn. c :<.' = !;:::.■. .i"":ir v- 'r i -.-,v: " pi'- .iS'tt :v/* in-.:-n ;tip hi.- .v.irh :T*..r in i LO.'.ir"". 
r: c- : .c r!', rn.: «.:r t"-.. 7l' : i j I L : i = -:-'>L:*:^;;: '.v-.j.:.;; L'":ur.n .h v :.%:c "ini.-vr ifiri--- I r;;-- tj -fv .;vi_rr 
:t-:i,T :! v.u. •vx i :.-..iv^ vMt-iiJ -vvcikxl U^-" ' : "; :, w ttr:\-n:U , .in.1 \r. 'r-rh'. . -:*:'U.-.: 

■ .irl' :::,<, !*.:: ;\-rv , ! n =: :n :n -.n : ,i -iii' : :r: J i'v :ti U !•:■!" ' = -.'Iv cri'. -.vui .-ai u;-iio 

--^ Pk: phi":- i-m t'L^.r,-. i 
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Courtyard Crypto 
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jwre | W) buns in E:ig,ish. V' occur 11 
,ip, but I learned in my studies mar it b , 
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finite number of solutions is forced. So, for a given B, only certain y values are possible for each x. For 
example, if B=5: 



X 


y 


0 


5.80 


1 


5.00 


2 


4.20 


3 


3.40 


4 


2.60 


5 


1.80 


6 


1.00 


7 


0.20 



Because values of x greater than 7 will always yield y values that are less than 1.0 (and therefore not posi- 
tive integers), in this example there are only two possible choices for x: 1 and 6. 

I was ready to try my model on the actual Kryptos code. Substituting the number of characters in Part 
IV into the previous equation, I obrained the formula: 

y=(336-Bx+x)/B 

I could then determine how many pieces oflength B were possible to fit into the 336 characters 
inscribed on this part of the sculpture. I had noted that Part IV began with the word "END." This 
could be only a coincidence, but i wondered if it could be a hint by the codes author that maybe this 
word represented the final column in the grid. If true, this would imply either a grid made up mostly of 
columns of length 3 and 4 (that is, B=4), or else a grid made up ail of column length 3 (B=3). The pro- 
cess of discovery is often intuitive as well as analytic, and, from working with the code for so long, I had 
gradually developed the strong feeling that the matrix seemed to consist of only a few long rows. My 
feelings were based on the realization that once the columns were finally assembled, they would need to 
be reordered into columns to make horizontal words. When I tried possible solutions using long col- 
umns, I found so many contradictions that I was forced to conclude that the columns could not be very 
long. 



Finding the Columns 

After many months of trying different ideas, based on the previous arguments, 1 finally decided to try 
B=4 as a working hypothesis. But I still needed to know how many words of length 4 and how many of 
length 3 there were. From symmetry, I had the feeling that the final three letters in Part IV represented a 
three-letter word, because I had hypothesized that the first three letters did. From the previous formula, 
I knew that there were only certain solutions that were allowable (x=0, y=84), (x=4, y=81), (x=8, 
y=78)...all the way up to (x=l 12, y=0). That is still 28 different solutions to check, but fortunately I 
tried them in order so that the correct choice of (x=8, y=78) was the third one that I considered: 
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YOSOeiHAMUI.HSXTQHHIiI.PCKE 
AHRCODNCRI.I.SHWPA13PHHXADE 
HNHPIYAHEDSNRNRTRENBIEIN 
RI.BTBSITYSLOWINIASEI,AWTR 
AEDNOODEEQNYXRMWTTEBFTUT 
HMRHELTNXHCCFSNEAEETOUAO 
CEEATSIHOETRTPHSMGREAEEA 
TOTEFEWAYEAEBAEAAYI.ESTOR 



MRTEITTIi: 

atidateee: 
enbdamwrw. 



ERSNHSPOFEDC 
E M F E £ R 

EREHSTEIiMTFAEO 
CI INTVSNIPEZGHH 
DPMI.TDDOKYOHAW 



CHEIOSYHKGASMF 
TIITEDDILTREGE 
DLHKADLTMDDOFU 
GORORZiHPHMH 



Figure 23. Correct (but unordered) column arrangement for Part IV. 



Re-ordering the Columns 

I then needed to arrange the columns back into the correct order. (By the way, I should mention, if it is 
not already obvious, that I am presenting these steps in a certain order only for clarity. In reality, they 
were performed haphazardly, and I would often jump back and forth as new ideas came to me.) For this 
purpose, I reached into my cryptographer's bag of tricks one last time and used something called a 
"digraphic frequency table." This chart depicts how often, on the average, any two alphabetic letters 
occur next to each other. For the first two columns in Figure 23, for example, the combination "YO" 
occurs 0.64 times per 1,000 letter pairs, "AH" occurs 0.13 times, and so on. By summing up these fre- 
quencies for each pair of columns, I was able to calculate which columns were most likely to occur next 
to each other and fit them back together like a jigsaw puzzle. The final solution is presented in Figures 
24 and 25. 



FLICKERBUTPFESEMTLYDETAI 
GliEALITTLEIINSERTEDTHECA 
AS8EHQVESWITHTREMBL I N G H A 
SXiOWLYDESP&RATIiYSLOWIiYTH 

LSOFTHEROOMWITSTHEMSRGSD 
KSLEANDPEERESINTHEH05AIK 
NDSIMADEATINYBREACHINTHE 
SEEMAINSOFPASSAGEDEBRIST 

FROMTHEMISTXCANYOOSEEANY 
ESCAPINGFROMTHECHAMBEKCA 
tJPPERLEFTHAHDCOKKERAKDTB 
KATEUCUHBEREDTHELOMEHPAR 

T B I H G Q 

USEDTHEFLAMETO 

ENWIDEHINGTHEH 
TOPTHEDOORWAYK 



Figure 24, Ordered columns for Part IV. 



SLOWLY DESPARATLY SLOWLY THE REMAINS OF 
PASSAGE DEBRIS THAT ENCUMBERED THE LOWER 
PART OF THE DOORWAY WAS REMOVED WITH 
TREMBLING HANDS I HADE A TINY BREACH IK THE 
UPPER LEFT HAND CORKER AND THEN WIDENING THE 
HOLE A LITTLE I INSERTED THE CANDLE AND 
PEERED IN THE HOT AIR ESCAPING FROM THE 
CHAMBER CAUSED THE FLAME TO FLICKER BUT 
PRESENTLY DETAILS OF THE ROOM WITHIN EMERGED 
FROM THE MIST. CAN YOU SEE ANYTHINGQ? 

Figure 25- Correctly ordered text for Part W. 
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And what about Part V of the puzzle? T haven't spent much time on this portion | | 

| | but there are interesting patterns in here as well. Although this part is no doubt 

more difficult than the previous pieces, I am confident that it is not impossible. I doubt that the codes 
authors would get much pleasure out of writing an unbreakable code. 



Final Thoughts 

I hope 1 have inspired some people to study the Kryptos puzzle and to give it a try. Even the parts of the 
code that already have been decrypted still have to be interpreted for their deeper meaning. There are 
many pieces to be put together and many layers to be peeled away. 

Nothing is more frustrating than reading a cryptography book where the author easily and in a straight- 
forward manner shows how a code was solved. It is a little like reading one of those books on "How I 
made a million dollars." The methods typically work for that particular set of circumstances, but they 
often do not work in your particular case. Similarly, codes have distinct characteristics that frequently 
require each to be solved with a unique method. Because I did not see any need to dwell on the hun- 
dreds of things I had tried that didn't work, the methodologies I presented may seem a little too 
straightforward and deceptively easy. As the adage goes, "If at first you don't succeed"— and in cryptol- 
ogy you never do — "try, try again." If the methods that I tried had not wotked, I would have tried 
others until I found something that did. 

I genuinely enjoyed working on the Kryptos ciphers. Professional cryptographers almost certainly could 
have broken these codes much faster, and would have used superior methods. But I doubt that they 
would have derived as much satisfaction as I have. I didn't use any computers to decrypt the Kryptos 
codes-— just pencil and paper, some common sense, and a lot of perseverance. Using a computer would 
have cheated me out of the feeling of accomplishment that I obtained, because I've found that often m 
life the journey itself can be more gratifying than arriving at the final destination. Mountains are not 
climbed nor marathons run merely to reach a geographical location— there are much easier ways to 
accomplish these feats— but as personal and spiritual challenges to the participants. 

When confronted with a puzzle or problem, we sometimes can lose sight of the fact that we have issued a 
challenge to ourselves— not to our tools. And before we automatically reach for our computers, we 
sometimes need to remember that we already possess the most essential and powerful problem-solving 
tool within our own minds. 
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